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For scientists whose primary interest is in policy or sociology, there is an important distinction between
information (which is true), misinformation (which is false but thought by the information provider to be true),
and disinformation (which is false and known to be false by the provider). For cognitive scientists, this three-
way distinction is less relevant because the focus is on how humans think about all information, regardless of
its truth value. Central topics in the study of human information processing include how we update our beliefs,
how we draw conclusions from data, how we learn from others, and how we reason in social contexts. These
individual-level capacities create our shared information system in both the short term (e.g., news) and the long

term (e.g., culture). In return, our individual behaviors are shaped by the system, its content, and each other.

History

Humans have shared information since before recorded history began. Indeed, this propensity to learn from
each other may be one of our greatest assets as a species: Without it, we would not be able to transfer ideas and
innovations across generations and thus would not have been able to accumulate our cultural knowledge
(Mercier, 2020). Because people are neither perfectly knowledgeable nor perfectly honest, we have sometimes
shared misinformation as well. However, the problems posed by misinformation primarily rose to public
consciousness in the first decades of the 21st century in the context of “fake news” and the emergence of social
media. Because of this, much research focuses on sociological, political, or technical answers to questions like
what factors contribute to the spread of misinformation (e.g., algorithmic amplification or the incentives built
into social media platforms) or how the spread of misinformation affects society (e.g., polarization,
extremism). Since human cognition is the source and cause of this spread, these questions intersect with core

cognitive science questions about how people process information in general.

For many cognitive scientists, misinformation is only a special case of a more general concept of information.
The definition cognitive scientists use is often grounded in Shannon’s work, which conceptualizes information

in terms of uncertainty (Shannon, 1948). Many of the ideas in information theory have deep commonalities

with Bayesian probability theory (Zellner, 1988; MacKay, 2003), which has been influential for understanding

how people learn and process information. Bayesian models are widely used as a normative framework

(Griffiths et al., 2010) and as a methodological tool (Tauber et al., 2017) for understanding individual

reasoning and belief updating, even when people fall short of the ideal (Lieder & Griffiths, 2020) [see

Bayesian Models of Cognition].

Because people learn from each other, a full understanding of human information processing (and the resulting
information systems we create) entails a much broader approach. One strand of this approach has been the

study of cultural evolution and change (Legare, 2019) [see Cultural Evolution; Cultural Attractors]. Another

highly related strand is research on social learning: how we determine who to trust, what to believe, and what

information to pass on to other people (Mercier, 2020) [see Social Learning].
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Core concepts

Belief updating and inference

From a cognitive perspective, a primary purpose of information processing is to learn—that is, to update
beliefs and make inferences on the basis of data. Thus, a full understanding of how information (and
misinformation) affects behavior requires, as a first step, an understanding of how it affects beliefs. One
influential approach is Bayesian probability theory, which provides a normative framework against which

human learning and inference can be compared (Griffiths et al., 2010) and has deep similarities to other

paradigms within the field (Bitzer et al., 2014; Friston, 2009) [see Bayesianism; Bayesian Models of

Cognition]. It captures the idea that reasoners begin with some initial beliefs (priors) about which hypotheses
or models of the world are most probable; new data is then integrated with the priors according to a likelihood,
which describes the probability of the data given each hypothesis. The result is a posterior distribution
reflecting the probability of each hypothesis after taking both the data and prior beliefs into account (for a

tutorial introduction, see Perfors et al., 2011).

People usually have a strong preference for simpler hypotheses (Chater & Vitanyi, 2003). Exactly how this

prior interacts with the nature of mental representations and encoding language is a matter of considerable

interest whose details vary depending on the domain and task (Lombrozo, 2016; Wojtowicz & DeDeo, 2020).
Inference also often depends critically on a reasoner’s theory about how the data were generated (Griffiths et
al., 2018). This sampling assumption, which is reflected in the likelihood calculation, has many implications.
One of the main ones is that reasoners will draw different conclusions from the same data if they think the data
was generated in different ways: For instance, people will generalize more strongly from examples they think

were provided by a helpful teacher rather than a random process (Navarro et al., 2012; Shafto et al., 2014).

Because Bayesian models are statistically optimal while real people may not be, another area of research
centers on understanding deviations from optimality. These can arise for many reasons including limited

cognitive capacity (Lieder & Griffiths, 2020) or because people make different assumptions than the models

(Tauber et al., 2017). As such, the question of interest is rarely whether people are “optimal” or “rational” but

instead what assumptions or capacities they must have in order to explain their pattern of inference.

Learning from others

Reality is more complicated than our models of it. For one thing, the data people receive is often noisy, and
because humans are social creatures, it is often generated by other people. Social learning is powerful: It is one
reason people can acquire an astonishing amount from very little data and is a key driver of our accumulated

cultural knowledge (Tomasello et al., 1993; Mathew & Perreault, 2015). The benefits of social learning require

coordination and cooperation, which humans are predisposed toward even from early childhood (Harris, 2015;
Legare, 2019). That said, people cannot trust blindly, lest they be taken advantage of by deceptive agents.
People’s sophisticated theory of mind skills (Jara-Ettinger et al., 2016; Mercier, 2020) may help ameliorate
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this, but identifying who to trust is still incredibly difficult: Unless the situation is very constrained or the
reasoner has direct access to the ground truth, liars have an informational advantage because there are many
more false hypotheses than true ones, and most patterns of data are consistent with multiple hypotheses

(Navarro & Perfors, 2011). Indeed, people are not only poor at detecting deception but also consistently

overestimate their own abilities (Vrij_et al., 2019).

These and other complexities highlight some of the reasons misinformation is difficult to detect, especially
when it is about a topic that the reasoner does not have the expertise or data to evaluate directly. Detection
requires people somehow determine who to trust, in an environment that may be rife with deception, with
socially attuned brains that tend to default toward assuming that information providers are helpful (Mercier,_
2020). One consequence of this is that groups of reasoners with no access to ground truth tend to polarize, as

initial small differences in who trusts who get magnified (Flache et al., 2017). Another is that understanding

inference requires understanding not just how people learn from the information they see, but also how people

choose what to share with each other (Navarro et al., 2018; Thompson & Griffiths, 2021). This is often

complex; information sharing depends in complicated ways on the assumed common ground between the
provider and the recipient, the goals of the information provider, and the assumptions made by the recipient
(Shafto et al., 2014).

Social reasoning

Perhaps because of the difficulty in identifying the truth based on the pattern of data alone, people often use
heuristics and social cues in order to determine who to trust and what information to believe. These include

shared identity (Van Bavel et al., 2024), the prestige of the information provider (Egozi & Ram, 2024), the

extent to which multiple people agree (Efferson et al., 2008), and the extent to which the information aligns or

is consistent with one’s prior beliefs (Cone et al., 2019). On the other side, as information providers, people are

motivated not just to share true information (Guess et al., 2019) but also ideas that they think others will find

interesting (Altay et al., 2021) or that they hope will improve their social standing (Osmundsen et al., 2021).

To make matters even more complicated, people are not passive consumers of information but actively seek it

out, often guided by heuristics and assumptions about the costs and benefits of search (Cohen et al., 2007).

This creates an exploration-exploitation tradeoff, which people approach by balancing between curiosity and a

desire for novelty (Kidd & Hayden, 2015) on one hand and an aversion to uncertainty on the other (Camerer &

Weber, 1992). People use their emotions as a critical guide for their behavior (Kashima et al., 2020). As just
one example, when under threat, people act quickly, explore less, and consider fewer ideas (Flannelly et al.,_
2007). Emotions also affect what information people pay attention to: For instance, people tend to remember

and share negative information more than positive (Bebbington et al., 2017).
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Questions, controversies, and new developments

One question within the study of misinformation is whether and how much it spreads because people behave
suboptimally (e.g., because of biases or laziness). This question relates to a broader question in cognitive
science about the extent to which people are “rational” information processors. The question of rationality is
difficult to answer: What is rational in the first place depends on what a person’s goals are, what assumptions
they make about the trustworthiness of people and reliability of data in the world, the extent to which those
assumptions map onto the specific situation, and so forth. That said, most of the predispositions discussed
above can be interpreted as sensible given the constraints people operate under and the complexity of the real
world. For instance, identity may often be a useful cue about trustworthiness, as ingroup members have
common values as well as less motivation to deceive than outgroup members might. Similarly, it often makes
sense to believe information that more people appear to endorse, since—all else being equal—it is more likely

that something is true if multiple people have independently been convinced of it.

Despite the fact that these heuristics and shortcuts are often sensible, they are also some of the primary drivers
through which disinformation and misinformation spreads. Hostile actors as well as systems designed to
optimize profit over veracity act to distort the information environment. For instance, thanks to bots, malign
influence operations, or misunderstanding, true information might be drowned out by deceptive material on

social media platforms (Vosoughi et al., 2018; Shao et al., 2018), creating a false consensus that makes it

difficult for people to determine the truth (Oktar & Lombrozo, 2025). The incentive structures of social media

also often revolve specifically around emotions, whether because they exacerbate anger (Stella et al., 2018) or

because engagement is driven by feelings like outgroup animosity (Rathje et al., 2021).

The limits of rational inference

Some of the tendencies people demonstrate are difficult to understand in rational terms. For instance, the
continued influence effect is a robust phenomenon by which people do not fully revise their beliefs after being

corrected (Ecker et al., 2022). There are many reasons for this. One is that beliefs do not occur in isolation but

as part of a network of other beliefs; correcting a mistaken belief can require revising and changing a web of
interrelated others, which is not trivial and does not completely erase the original memory. Another reason is
that interpreting corrections also requires social reasoning, and this process falls prey to the same factors as the
initial beliefs—people might not believe the correction or might have emotional or identity-based reasons to
reject them. Indeed, the backfire effect occurs when people believe something even more strongly after

correction or endorsement by outgroup members (Bail et al., 2018).

Another apparently irrational behavior is confirmation bias, in which people seek out evidence that would

confirm their existing beliefs or even actively avoid data that might lead to belief change (Nickerson, 1998).

This, too, can cause polarization, as initial minor deviations in beliefs become exacerbated over time through
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biased information seeking. Although there is some debate about how robust these effects are and what causes

them, these do seem prima facie irrational in a way that other reasoning biases may not be.

An additional complexity is that most research in this area studies people in aggregate; much less is known
about individual differences in information behavior. This matters since information systems can be shaped by

the distribution of people in the system, not just the aggregate and not just the majority (Navarro et al., 2018).

Differences abound in areas as disparate as conservatism in belief updating (Howe et al., 2022), the extent to

which people think it is important for data to be independent (Xie & Hayes, 2022), people’s flexibility and

consistency in information use (Toelch et al., 2014), and individual tendencies toward cognitive reflection

(Pennycook & Rand, 2020). However, much remains unknown about individual variation in information

processing.

Broader connections

This topic intersects with communications, politics, and the other areas concerned about the applied problem
related to the spread of misinformation. One approach centers around how to prevent people from falling for

misinformation (Kozyreva et al., 2024), such as via inoculation or debunking (Tay et al., 2022). These tactics

operate by warning people ahead of time about the likely kinds of misinformation they are going to see or
methods people use to spread misinformation. By providing this information ahead of time, these tactics can be
more effective than trying to correct misinformation after it has already been accepted as true (Ecker et al.,_
2022). This is valuable but often only applies to the subset of information that is clearly true or false.
Unfortunately, much information is either opinion or has elements of both truth and falsehood (depending on
framing, what is omitted, where attention is drawn, and so forth). Furthermore, this approach places the onus
on individuals rather than the incentives built into the systems and the sources of misinformation and

disinformation in the first place.

The need for a systems-level approach is increasingly being recognized (Bliuc et al., 2024). On a theoretical

level, this may involve exploring the deep links between how information flow and system behavior is
understood in fields beyond cognitive science, including physics, ecology, or complex systems (Bak-Coleman
et al., 2021). On the applied level, this includes a focus on system design, for example, by altering the nature of

the choices or information available (Prike et al., 2024): People are less susceptible to misinformation if they

are provided with data about source credibility or are in an environment with norms against misinformation
sharing. Indeed, simply changing the ease or naturalness of some behaviors—like bringing people’s attention to

the importance of accuracy—can make them less likely to share misinformation (Pennycook et al., 2021).

Much work remains to be done, not just in identifying what characteristics of information system designs are
compatible with human cognition—but also in ensuring that actual information systems have those

characteristics.
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